
951 

Department of Energy § 1044.03 

is essential to successful operation of 
the employment function concerned. A 
recipient shall not take action pursu-
ant to this section that is based upon 
alleged comparative employment char-
acteristics or stereotyped characteriza-
tions of one or the other sex, or upon 
preference based on sex of the recipi-
ent, employees, students, or other per-
sons, but nothing contained in this sec-
tion shall prevent a recipient from con-
sidering an employee’s sex in relation 
to employment in a locker room or toi-
let facility used only by members of 
one sex. 

Subpart F—Other Provisions 

§ 1042.600 Covered programs. 
The financial assistance programs to 

which this part applies are listed in Ap-
pendix A to 10 CFR part 1040. 

§ 1042.605 Enforcement procedures. 
The investigative, compliance, and 

enforcement procedural provisions of 
Title VI of the Civil Rights Act of 1964 
(42 U.S.C. 2000d) are hereby adopted and 
applied to these Title IX regulations. 
These procedures may be found at 10 
CFR part 1040, subparts G and H. 

PART 1044—SECURITY REQUIRE-
MENTS FOR PROTECTED DISCLO-
SURES UNDER SECTION 3164 OF 
THE NATIONAL DEFENSE AU-
THORIZATION ACT FOR FISCAL 
YEAR 2000 

Sec. 
1044.01 What are the purpose and scope of 

this part? 
1044.02 Who must follow the requirements 

contained in this part? 
1044.03 What definitions apply to this part? 
1044.04 What is a protected disclosure? 
1044.05 What is the effect of a disclosure 

qualifying as a ‘‘protected disclosure’’? 
1044.06 Who may receive a protected disclo-

sure? 
1044.07 How can you find out if a particular 

person is authorized to receive a pro-
tected disclosure? 

1044.08 Do you have to submit the docu-
ments for classification review before 
you give them to someone? 

1044.09 What do you do if you plan to dis-
close classified or unclassified controlled 
nuclear information orally rather than 
by providing copies of documents? 

1044.10 Will your identity be protected? 
1044.11 How do you protect the documents 

and information that you want to dis-
close? 

1044.12 What procedures can you invoke if 
you believe you have been discharged, de-
moted, or otherwise discriminated 
against as a reprisal for making a pro-
tected disclosure? 

AUTHORITY: 42 U.S.C. 7101 et seq., 7239, and 
50 U.S.C. 2401 et seq. 

SOURCE: 66 FR 4642, Jan. 18, 2001, unless 
otherwise noted. 

§ 1044.01 What are the purpose and 
scope of this part? 

(a) Purpose. This part prescribes the 
security requirements for making pro-
tected disclosures of classified or un-
classified controlled nuclear informa-
tion under the whistleblower protec-
tion provisions of section 3164 of the 
National Defense Authorization Act for 
Fiscal Year 2000. 

(b) Scope. The security requirements 
for making protected disclosures in 
this part are independent of, and not 
subject to any limitations that may be 
provided in, the Whistleblower Protec-
tion Act of 1989 (Public Law 101–12) or 
any other law that may provide protec-
tion for disclosures of information by 
employees of DOE or of a DOE con-
tractor. 

[66 FR 54645, Oct. 30, 2001] 

§ 1044.02 Who must follow the require-
ments contained in this part? 

The requirements apply to you if you 
are: 

(a) An employee of DOE, including 
the National Nuclear Security Admin-
istration, or one of its contractors; 

(b) Engaged in DOE defense activi-
ties; and 

(c) Wish to make a protected disclo-
sure as described in § 1044.04 of this 
part. 

§ 1044.03 What definitions apply to this 
part? 

The following definitions apply to 
this subpart: 

Atomic Energy Act means the Atomic 
Energy Act of 1954, as amended (42 
U.S.C. 2011 et seq. 

Classified information means: 
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(1) Information classified as Re-
stricted Data or Formerly Restricted 
Data under the Atomic Energy Act; or 

(2) Information that has been deter-
mined pursuant to Executive Order 
12958 or prior Executive Orders to re-
quire protection against unauthorized 
disclosure and is marked to indicate its 
classification status when in document 
form (also referred to as ‘‘National Se-
curity Information’’ in 10 CFR Part 
1045 or ‘‘defense information’’ in the 
Atomic Energy Act). 

Contractor means any industrial, edu-
cational, commercial or other entity, 
grantee or licensee at any tier, includ-
ing an individual, that has executed an 
agreement with the Federal Govern-
ment for the purpose of performing 
under a contract, license or other 
agreement. 

Defense activities means activities of 
DOE engaged in support of: 

(1) The production, testing, sampling, 
maintenance, repair, modification, as-
sembly, disassembly, utilization, trans-
portation, or retirement of nuclear 
weapons or components of nuclear 
weapons; 

(2) The production, utilization, or 
transportation of nuclear material for 
military applications; or 

(3) The safeguarding of activities, 
equipment, or facilities which support 
the production of nuclear weapons or 
nuclear material for nuclear weapons. 

DOE means the Department of En-
ergy, including the National Nuclear 
Security Administration. 

Unclassified controlled nuclear informa-
tion means unclassified government in-
formation prohibited from unauthor-
ized dissemination under section 148 of 
the Atomic Energy Act and DOE imple-
menting regulations in 10 CFR part 
1017. 

§ 1044.04 What is a protected disclo-
sure? 

A protected disclosure is: 
(a) A disclosure of classified or un-

classified controlled nuclear informa-
tion that you reasonably believe pro-
vides direct and specific evidence of— 

(1) A violation of law or Federal regu-
lation; 

(2) Gross mismanagement, a gross 
waste of funds, or an abuse of author-
ity; or 

(3) A false statement to Congress on 
pursuant to an issue of material fact; 
and 

(b) Protected pursuant to the proce-
dures in this part, including the secu-
rity procedures referenced in § 1044.11; 
and 

(c) Revealed only to a person or orga-
nization described in § 1044.06. 

§ 1044.05 What is the effect of a disclo-
sure qualifying as a ‘‘protected dis-
closure’’? 

If a DOE or DOE contractor employee 
follows the procedures of this part 
when making a disclosure of classified 
or unclassified controlled nuclear in-
formation, then the employer (DOE or 
DOE contractor as applicable) may not 
discharge, demote, or otherwise dis-
criminate against the employee as a 
reprisal for making the disclosure. 

§ 1044.06 Who may receive a protected 
disclosure? 

The following persons or organiza-
tions may receive a protected disclo-
sure: 

(a) A member of a committee of Con-
gress having primary responsibility for 
oversight of the department, agency, or 
element of the Government to which 
the disclosed information relates; 

(b) An employee of Congress who is a 
staff member of such a committee and 
has an appropriate security access au-
thorization for the information being 
disclosed; 

(c) The Inspector General of the De-
partment of Energy; 

(d) The Federal Bureau of Investiga-
tion; or 

(e) Any other element of the Govern-
ment designated by the Secretary of 
Energy as authorized to receive the in-
formation being disclosed. 

§ 1044.07 How can you find out if a 
particular person is authorized to 
receive a protected disclosure? 

You must contact the Department of 
Energy Inspector General for help in 
determining whether a particular per-
son is authorized to receive the classi-
fied or unclassified controlled nuclear 
information you wish to disclose. The 
Inspector General will contact the Of-
fice of Personnel Security as necessary 
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to determine the security access au-
thorization of the person to receive the 
protected disclosure. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

§ 1044.08 Do you have to submit the 
documents for classification review 
before you give them to someone? 

Yes, you must submit each document 
with a classification or control mark-
ing and any unmarked document gen-
erated in a classified or controlled sub-
ject area to the Inspector General. The 
Inspector General forwards each docu-
ment to the Office of Classification for 
a determination as to whether the in-
formation in the document is properly 
classified, controlled, or may be re-
leased to the public. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

§ 1044.09 What do you do if you plan to 
disclose classified or unclassified 
controlled nuclear information oral-
ly rather than by providing copies 
of documents? 

You must describe in detail to the In-
spector General what information you 
wish to disclose. The Inspector General 
may require that the information to be 
disclosed be put in writing in order to 
ensure the Inspector General obtains 
and provides accurate advice. The In-
spector General will consult with the 
Office of Classification who will pro-
vide you with advice, through the In-
spector General, as to whether the in-
formation is classified or controlled 
and any steps needed to protect the in-
formation. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

§ 1044.10 Will your identity be pro-
tected? 

Yes, both the Inspector General and 
the Office of Classification must pro-
tect, consistent with legal require-
ments, your identity and any informa-
tion about your disclosure. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

§ 1044.11 How do you protect the infor-
mation that you want to disclose? 

To protect classified information and 
unclassified controlled nuclear infor-
mation you plan to disclose, you must: 

(a) Only disclose the information to 
personnel who possess the appropriate 
clearance and need-to-know for the in-
formation disclosed as required in 10 
CFR part 710, after verifying any spe-
cial authorizations or accesses, such as 
Sensitive Compartmented Information, 
Special Access Program, and Weapon 
Data information; 

(b) Use only equipment (such as com-
puters or typewriters) that is approved 
for classified processing for the genera-
tion of classified documents; 

(c) Mark documents as required by 10 
CFR part 1045 (classified information), 
10 CFR Part 1017 (unclassified con-
trolled nuclear information), or as re-
quired by the Office of Classification. 

(d) Use only approved copiers to re-
produce documents; 

(e) Store classified documents in fa-
cilities approved by the U.S. Govern-
ment for the storage of classified mate-
rial; 

(f) Use only approved destruction de-
vices to destroy classified documents; 

(g) Use only appropriate secure 
means, such as secure facsimile or se-
cure telephone, to provide classified in-
formation orally or electronically 
when transmitting or communicating 
that information (e.g. the applicable 
classified mailing address); and 

(h) Follow any additional specific in-
structions from the Office of Health, 
Safety and Security on how to protect 
the information. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

§ 1044.12 What procedures can you in-
voke if you believe you have been 
discharged, demoted, or otherwise 
discriminated against as a reprisal 
for making a protected disclosure? 

If you believe you have been dis-
criminated against as a reprisal for 
making a protected disclosure, you 
may submit a complaint to the Direc-
tor of the Office of Hearings and Ap-
peals, HG–1/L’Enfant Plaza Building, 
U.S. Department of Energy, 1000 Inde-
pendence Avenue SW., Washington, DC 
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20585–1615, or you may send your com-
plaint to the Director, Office of Hear-
ings and Appeals, by facsimile to FAX 
number (202) 287–1415. In your com-
plaint, you should give your reasons 
for believing that you have been dis-
criminated against as a reprisal for 
making a protected disclosure, and in-
clude any information you think is rel-
evant to your complaint. The Office of 
Hearings and Appeals will conduct an 
investigation of your complaint unless 
the Director determines your com-
plaint is frivolous. The Director will 
notify you in writing if your complaint 
is found to be frivolous. If an investiga-
tion is conducted, the Director will 
submit a report of the investigation to 
you, to the employer named in your 
complaint, and to the Secretary of En-
ergy, or the Secretary’s designee. The 
Secretary, or the Secretary’s designee, 
will take appropriate action, pursuant 
to 42 U.S.C. 7239(k), to abate any dis-
criminatory actions taken as reprisal 
for making a protected disclosure. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

PART 1045—NUCLEAR CLASSIFICA-
TION AND DECLASSIFICATION 

Subpart A—Program Management of the 
Restricted Data and Formerly Re-
stricted Data Classification System 

Sec. 
1045.1 Purpose and scope. 
1045.2 Applicability. 
1045.3 Definitions. 
1045.4 Responsibilities. 
1045.5 Sanctions. 
1045.6 Openness Advisory Panel. 
1045.7 Suggestions or complaints. 
1045.8 Procedural exemptions. 
1045.9 RD classification performance eval-

uation. 

Subpart B—Identification of Restricted Data 
and Formerly Restricted Data Information 

1045.10 Purpose and scope. 
1045.11 Applicability. 
1045.12 Authorities. 
1045.13 Classification prohibitions. 
1045.14 Process for classification and declas-

sification of restricted data and formerly 
restricted data information. 

1045.15 Classification and declassification 
presumptions. 

1045.16 Criteria for evaluation of restricted 
data and formerly restricted data infor-
mation. 

1045.17 Classification levels. 
1045.18 Newly generated information in a 

previously declassified subject area. 
1045.19 Accountability for classification and 

declassification determinations. 
1045.20 Ongoing call for declassification pro-

posals. 
1045.21 Privately generated restricted data. 
1045.22 No comment policy. 

Subpart C—Generation and Review of 
Documents Containing Restricted Data 
and Formerly Restricted Data 

1045.30 Purpose and scope. 
1045.31 Applicability. 
1045.32 Authorities. 
1045.33 Appointment of restricted data man-

agement official. 
1045.34 Designation of restricted data classi-

fiers. 
1045.35 Training requirements. 
1045.36 Reviews of agencies with access to 

restricted data and formerly restricted 
data. 

1045.37 Classification guides. 
1045.38 Automatic declassification prohibi-

tion. 
1045.39 Challenging classification and de-

classification determinations. 
1045.40 Marking requirements. 
1045.41 Use of classified addendums. 
1045.42 Mandatory and Freedom of Informa-

tion Act reviews for declassification of 
restricted data and formerly restricted 
data documents. 

1045.43 Systematic review for declassifica-
tion. 

1045.44 Classification review prior to public 
release. 

1045.45 Review of unmarked documents with 
potential restricted data or formerly re-
stricted data. 

1045.46 Classification by association or com-
pilation. 

Subpart D—Executive Order 12958: ‘‘Clas-
sified National Security Information’’ 
Requirements Affecting the Public 

1045.50 Purpose and scope. 
1045.51 Applicability. 
1045.52 Mandatory declassification review 

requests. 
1045.53 Appeal of denial of mandatory de-

classification review requests. 

AUTHORITY: 42 U.S.C. 2011; E.O. 12958, 60 FR 
19825, 3 CFR, 1995 Comp., p. 333; E.O. 13292, 68 
FR 15315, 3 CFR 2004 Comp., p. 196. 

SOURCE: 62 FR 68509, Dec. 31, 1997, unless 
otherwise noted. 

VerDate Sep<11>2014 14:38 Feb 18, 2015 Jkt 235033 PO 00000 Frm 00964 Fmt 8010 Sfmt 8010 Y:\SGML\235033.XXX 235033rlj
oh

ns
on

 o
n 

D
S

K
3V

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R


		Superintendent of Documents
	2016-07-06T18:43:26-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




